1



Protecting Learner Privacy in AI-Mediated English Language Teaching: A Teacher-Level Framework


Pham Thu Tra
University of Languages and Foreign Studies





Abstract
Generative artificial intelligence (AI) is increasingly used in English language teaching (ELT) for feedback, assessment support and language practice. These uses depend on learners’ writing and speech, which often carry their experiences, opinions and identities. Although privacy is an established principle in international AI ethics guidance, much of that guidance is addressed to governments, developers and institutions, and classroom-level guidance tends to be written for all subjects at once. This conceptual paper asks what privacy means for English teachers’ everyday decisions in AI-mediated classrooms. Drawing on a narrative review of ELT and language assessment sources and of international and Vietnamese guidance on AI in education, it argues that privacy, although seldom named as such, is already embedded in ELT through the confidentiality of assessment information and respect for what learners disclose in communicative tasks. AI extends these responsibilities into settings where learners’ data pass to third-party providers, where removing names may not make data anonymous, and where consent is weak because use is often required and many learners are young. On this basis, the paper proposes three teacher-level dimensions of privacy in AI-mediated ELT (assessment privacy, learner identity privacy and digital data privacy), operationalised through thirteen practice indicators, such as minimising and de-identifying learner work before using AI for feedback, designing tasks that do not require personal disclosure to AI tools, and checking a tool’s data and age policies before use. The framework is intended to complement general guidance with subject-specific practice and to provide a basis for teacher education and empirical validation in secondary schools.
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Generative artificial intelligence (AI) has entered English language teaching (ELT) quickly and, in many classrooms, informally. Chatbots such as ChatGPT offer language learners conversation practice, explanations and feedback on their writing, and offer teachers new ways of producing materials and responding to learners’ work (Kohnke et al., 2023). UNESCO’s (2023) guidance on generative AI in education lists the use of such tools as a “1:1 language skills coach”, for conversational practice and for improving writing, among its potential but unproven uses (p. 32).
These uses share a feature that has received less attention than their pedagogical promise: they work by taking in what learners write and say. An essay pasted into a chatbot for feedback, a recording submitted to a pronunciation tool or a personal narrative drafted with AI assistance is not only language practice; it is also a set of personal data that leaves the classroom. UNESCO (2023) makes the general point that the use of generative AI “almost always involves users sharing their data with the GenAI provider” (p. 21).
Privacy is not a new concern in international guidance on AI. UNESCO’s (2021) Recommendation on the Ethics of Artificial Intelligence sets out the right to privacy and data protection as one of its principles (paras. 32–34), and Nguyen et al. (2023), synthesising the policies and guidelines of international organisations on AI in education, include privacy among the seven principles they propose. Much of this guidance, however, is addressed to actors other than teachers. The Recommendation’s data policy measures are addressed to Member States (UNESCO, 2021, paras. 71–77), and the data privacy measures in UNESCO’s (2023) guidance are framed as steps for governmental agencies (p. 21). Where guidance does address classroom actors directly, it is usually written for all subjects at once. Go et al. (2026), for example, translate eleven ethical principles, privacy among them, into 66 classroom guidelines for teachers and students, while acknowledging that their guidelines “cannot fully capture the diversity of subject-specific practices” (p. 14). In Viet Nam, the national guidance on AI in teaching and learning prepared by the Vietnam National Institute of Educational Sciences likewise sets out a privacy principle for teachers and learners in general, without reference to particular subjects (Viện Khoa học Giáo dục Việt Nam [VNIES], 2025, pp. 14–15).
What remains largely unexamined, then, is what privacy means within the particular practices of English language teaching, and what a secondary English teacher can reasonably be expected to do about it. This paper addresses three questions: (a) How have privacy-related responsibilities been understood in ELT before the arrival of AI? (b) How does AI-mediated ELT change those responsibilities? (c) What teacher-level dimensions and practice indicators can be proposed for privacy in AI-mediated ELT, particularly in secondary schools? The paper argues that privacy is already embedded in ELT practice, although seldom under that name, and that AI extends teachers’ existing duties of confidentiality and care into digital environments that teachers do not control. It proposes a framework of three dimensions (assessment privacy, learner identity privacy and digital data privacy) as a basis for teacher education and for future empirical work.
Approach
This is a conceptual paper. It reports no new empirical data; instead, it develops a framework by bringing two bodies of literature into dialogue: scholarship and professional guidance in ELT and language assessment, and international and national guidance and research on the ethics of AI in education. The review is narrative rather than systematic. Sources were selected purposively for their relevance to three concerns: the responsibilities for learners’ information that language teachers already hold; what changes when AI tools process learners’ language; and what current guidance asks of teachers. The right to privacy and data protection in UNESCO’s (2021) Recommendation served as the organising lens, because it is the principle through which international AI ethics guidance most directly addresses learner data.
The analysis proceeded in three steps. First, privacy-related responsibilities were identified in ELT and language assessment sources, including responsibilities that are not labelled as privacy. Second, AI ethics guidance and research were examined for the ways in which AI alters the scope, persistence and visibility of learner data, and for what they ask of teachers. Third, the two strands were synthesised into teacher-level dimensions, each operationalised through practice indicators. The indicators are the author’s synthesis: the sources cited alongside each dimension informed it, but they do not themselves propose the indicators in the form given here.
Privacy in English Language Teaching Before AI
In the ELT sources examined for this paper, privacy seldom appears as a named construct. Concern for learners’ information nonetheless runs through two established areas of practice: the assessment of learners’ language, and the management of what learners disclose about themselves in the course of learning.
Assessment Information and Confidentiality
Assessment is the area in which language teachers’ obligations towards learners’ information are most explicitly codified. The International Language Testing Association’s (ILTA, 2026) revised Code of Ethics counts language teachers who design and administer classroom assessments among the language testers to whom it applies (p. 2), and includes among test takers students assessed by their teachers through non-traditional assessments in educational settings (p. 3). Under its principle of professional integrity, the Code lists confidentiality and data handling as a responsibility: “maintaining test taker confidentiality, including sharing candidate data only with designated parties and in accordance with local laws” (p. 7). It also restricts the provision of anonymised data for research to cases in which test takers have consented (p. 7). Classroom language assessment therefore carries, in the profession’s own code, a duty of confidentiality over learners’ performance data. The same code notes that advances in AI have transformed the development and scoring of tests, and it names bias in automated scoring as one of the risks to be watched (p. 1).
What counts as assessment information in language education is also distinctive. A language score rests on performances: essays, recorded speech, transcripts of interaction and the feedback written on them. Such performances are rarely neutral samples of grammar and vocabulary. A writing task about one’s family, a spoken description of one’s neighbourhood or an argumentative essay on a social issue can reveal circumstances, opinions and affiliations. In ELT, then, the confidentiality that the ILTA Code asks for extends to material that is personal in content as well as in ownership.
Learner Identity and Personal Disclosure
A second, less codified strand concerns learners’ identities. Norton’s (2013) work has made identity a central concern in research on language learning, treating the learning of a language as bound up with how learners understand themselves and their place in the social world rather than as the acquisition of linguistic forms alone. Communicative language teaching, moreover, routinely asks learners to speak and write about themselves: their families, routines, experiences, preferences and opinions. In such classrooms, personal disclosure is not incidental; it is often the material of the lesson.
Teachers have traditionally managed such disclosure through ordinary professional judgement: choosing topics with care, allowing learners to invent rather than reveal, and keeping what learners share within the classroom. These practices are rarely described as privacy protection, but they function as such. They also matter for learning. Akgun and Greenhow (2022) observe, with reference to schools, that monitoring students’ online conversations and actions may limit their participation and make them feel unsafe to take ownership of their ideas. In language classrooms, where participation is itself a condition of learning, the protection of what learners disclose is therefore a pedagogical as well as an ethical concern.
What AI Changes
AI tools do not create teachers’ privacy responsibilities; they change their scale, persistence and visibility. Four changes are particularly relevant to ELT.
From the Classroom to the Provider
First, information that once stayed between teacher and learner now passes to a third party. Holmes et al. (2022) contrast a teacher’s observation of learners with monitoring by AI tools: data collected by AI tools are retained by the commercial developer, stored off-site, analysed automatically and shared with others, whereas “the human approach, on the other hand, is personal, human and ephemeral” (p. 54). The same report describes machine learning systems as continuously collecting and analysing the data generated by users’ interactions with them (p. 54). For generative AI, as noted above, sharing data with the provider is almost unavoidable (UNESCO, 2023, p. 21). When a teacher pastes a learner’s essay into a chatbot to generate feedback, the confidentiality expected in classroom assessment (ILTA, 2026) is no longer within the teacher’s sole control.
Language as Sensitive Data
Second, the data that language learning generates can be unusually revealing. UNESCO’s (2021) Recommendation asks Member States to ensure full security for sensitive personal data whose disclosure may cause exceptional harm to individuals, and its examples include personal data relating to race, gender, age, language, religion, political opinion and ethnic origin (para. 74). Akgun and Greenhow (2022) note that people often consent to data collection without considering the extent of the information they share, including the language they speak, their racial identity, biographical data and location. A learner’s written and spoken English can carry several such markers at once: traces of a first language and regional variety, references to family and place, and opinions expressed in argumentative tasks. Recorded speech is, in addition, tied to the speaker’s own voice.
Anonymisation Is Necessary but Not Sufficient
Third, familiar safeguards may not work as expected. Removing a learner’s name before using AI for feedback is an obvious precaution, and data anonymisation appears among the privacy measures in classroom guidelines for teachers (Go et al., 2026, p. 11). Holmes et al. (2022) caution, however, that apparently anonymous data can increasingly be de-anonymised, so that “removing identifiers, such as a child’s name, from the data is now rarely sufficient” (p. 55). For language data the difficulty is sharper, because a personal narrative may identify its writer through its content even when the name has been removed. De-identification therefore needs to be combined with minimisation, that is, sharing only what a task requires, and with judgement about whether some content should be shared at all.
Consent and Young Learners
Fourth, the consent on which data collection usually rests is weak in school settings. Nguyen et al. (2023) formulate a principle of privacy under which AI in education “must ensure well-informed consent from the user and maintain the confidentiality of the users’ information” (p. 4231). Holmes et al. (2022) argue, however, that when a school requires the use of AI tools, consent cannot serve as a valid basis for processing personal data, because consent must be freely given and capable of being refused without detriment (p. 55). Akgun and Greenhow (2022) similarly observe that students and parents have no real choice when such systems are required by public schools. Age adds a further layer. UNESCO (2023) recommends 13 years as the minimum age for independent conversations with generative AI platforms (p. 21) and calls for attention to informed consent where children or other vulnerable learners cannot give it genuinely (p. 25). Lower secondary classrooms include learners younger than 13, and secondary teachers are therefore likely to work on both sides of this threshold.
What Guidance Asks of Teachers
International and national guidance increasingly addresses teachers and learners directly. UNESCO (2023) recommends that learners be informed “about the types of data that GenAI may collect from them, how these data are used, and the impact it may have on their education and wider lives” (p. 25). Go et al.’s (2026) privacy guidelines ask teachers to apply measures such as data anonymisation, to obtain prior consent and to communicate privacy policies to stakeholders, and they ask students to take care over their own data sharing and to respect the privacy of peers’ information acquired in class (p. 11). In Viet Nam, VNIES (2025) frames privacy as a balance between protecting personal privacy and sharing data with AI tools in order to achieve educational goals. It specifies three criteria for teachers and learners: understanding the AI system in use so as to control access to and use of personal data, for instance by reading terms of use and privacy policies, adjusting privacy settings and deleting data when necessary; managing personal information carefully and proactively; and taking care with tools that have monitoring features (pp. 14–15). The same guidance reminds teachers that learners’ data must be kept secure and not misused when AI is used to analyse learning results (p. 52), and that tracking learners’ progress with AI requires compliance with regulations on learners’ personal data (p. 54).
The privacy provisions reviewed here are written for teachers and learners in general. They do not address the particular data that language learning produces, namely extended personal writing, recorded speech and records of interaction, or the assessment practices in which those data are evaluated. The framework that follows is offered as a subject-specific complement to such guidance, not as a replacement for it.
A Teacher-Level Framework for Privacy in AI-Mediated ELT
The framework comprises three dimensions. Assessment privacy and learner identity privacy extend responsibilities that ELT already recognises; digital data privacy addresses the responsibilities that arise when teachers select and introduce AI tools. Each dimension is operationalised through practice indicators that describe what a secondary English teacher can do within the classroom. The indicators are summarised in Table 1.
Assessment Privacy
Assessment privacy refers to protecting learners’ assessment information, including scores, written and spoken performances and feedback records, and ensuring that it is used only for appropriate educational purposes and shared only with designated parties (ILTA, 2026). In AI-mediated ELT, the dimension concerns the use of AI for marking, feedback and assessment support. Its indicators combine de-identification with minimisation, for the reasons given above, and add a check on how a tool stores and reuses submitted work before it is used for marking or feedback.
Learner Identity Privacy
Learner identity privacy refers to respecting and protecting the personal information, experiences, opinions and identities that learners express through language learning activities (Norton, 2013). It is the dimension most specific to language teaching. Its indicators concern task design (not requiring learners to disclose sensitive information to a tool and offering fictional or impersonal alternatives), the teacher’s own prompts (keeping information about individual learners out of them) and learners’ contributions, including those of peers (Go et al., 2026).
Digital Data Privacy
Digital data privacy refers to the responsible management of the learner data that AI tools collect, store and reuse, including attention to age requirements, consent and monitoring. Its indicators draw on the national and international guidance reviewed above (UNESCO, 2023; VNIES, 2025) and on the critique of consent in school settings (Akgun & Greenhow, 2022; Holmes et al., 2022). One indicator, raising data protection questions with school leaders, marks the point at which the teacher’s responsibility meets that of the institution.
Table 1
Dimensions and Practice Indicators of Learner Privacy in AI-Mediated English Language Teaching
	Dimension
	Practice indicators in AI-mediated ELT
	Literature informing the dimension

	Assessment privacy
Protecting learners’ scores, written and spoken performances and feedback records, and sharing them only for appropriate purposes and with designated parties
	A1. Removing names and other identifying details from learners’ writing, recordings and scores before entering them into an AI tool, while recognising that this alone may not make the data anonymous
A2. Entering only the part of a learner’s work that the task requires
A3. Checking how a tool stores and reuses submitted work before using it for marking or feedback
A4. Sharing AI-assisted scores and feedback only with the learner and designated parties
	ILTA (2026); Holmes et al. (2022); UNESCO (2023); Go et al. (2026)

	Learner identity privacy
Respecting and protecting the personal information, experiences, opinions and identities that learners express through language learning activities
	L1. Designing AI-supported speaking and writing tasks that do not require learners to disclose sensitive personal information to the tool, and offering fictional or impersonal alternatives
L2. Keeping sensitive information about individual learners out of the teacher’s own prompts, for example when generating differentiated materials
L3. Protecting learners’ personal stories and peers’ contributions when classroom work is used in AI-supported activities
L4. Helping learners decide what they share with AI tools, and why
	Norton (2013); UNESCO (2021); Akgun & Greenhow (2022); Go et al. (2026)

	Digital data privacy
Managing responsibly the learner data that AI tools collect, store and reuse, with attention to age requirements, consent and monitoring
	D1. Reading a tool’s terms of use and privacy policy, including its age requirements, before introducing it to learners
D2. Preferring tools approved by the school or education authority, and raising data protection questions with school leaders where none is approved
D3. Informing learners about what data a tool may collect and how they are used
D4. Avoiding, or using with particular caution, tools with monitoring or tracking features
D5. Offering a non-AI alternative where the use of a tool cannot be genuinely voluntary
	UNESCO (2023); VNIES (2025); Holmes et al. (2022); Akgun & Greenhow (2022); Nguyen et al. (2023)


Note. ELT = English language teaching; ILTA = International Language Testing Association; VNIES = Vietnam National Institute of Educational Sciences. The indicators are the author’s synthesis. The sources listed informed each dimension; they do not themselves propose the indicators in this form.
The three dimensions overlap with other ethical principles. Informing learners about data practices is also a matter of transparency, and checking a tool before use is also a matter of accountability. The framework treats privacy separately because its object is the learner’s information itself: what is collected, by whom, for what purpose, and with what consequences for the learner.
Discussion
Responsibilities Within and Beyond the Teacher’s Reach
The framework is deliberately limited to what a classroom teacher can do. Many of the decisions that most affect learner privacy are taken elsewhere. UNESCO (2023) assigns to institutional users, such as schools and education authorities, responsibility for deciding whether generative AI should be adopted and which tools should be procured (p. 23), and to governments the regulation of data protection (p. 21). In Viet Nam, the Law on Personal Data Protection, in force since 1 January 2026, now provides the legal framework for processing personal data (Law No. 91/2025/QH15, 2025). A legal analysis of teachers’ obligations under the Law is beyond the scope of this paper.
The indicators should therefore be read as professional practices within institutional and legal conditions, not as substitutes for them. A teacher who de-identifies learner essays cannot compensate for a tool whose provider retains and reuses submitted text, and a teacher who reads a privacy policy has limited options if the school has approved no suitable tools. The indicator on raising questions with school leaders is intended to make this boundary explicit: part of a teacher’s responsibility is to ask questions that only the institution can answer. The framework does not shift responsibility for data protection from institutions and providers to teachers.
Implications for Teacher Education in Viet Nam
National guidance already establishes privacy as a principle of AI use in teaching and learning (VNIES, 2025), within a broader policy agenda of digital transformation in education (Decision No. 131/QĐ-TTg, 2022). The present framework suggests how that general principle might be specified for English teachers. Pre-service and in-service programmes could use the indicators as prompts for analysing familiar tasks: for example, by asking teachers to consider what changes when a task in which learners write about their families is moved onto an AI platform. Because several indicators involve guiding learners rather than acting on their behalf, such programmes would also need to prepare teachers to teach learners about their own data.
Limitations
Several limitations should be noted. First, the framework is conceptual and has not been validated with teachers or experts. Second, the literature was selected purposively, and the ELT literature that addresses privacy directly appears limited; the ELT basis of the framework rests on a small number of sources, supplemented by the author’s own argument. Third, much of the guidance reviewed is international, and its fit with Vietnamese schools, where tool choice, connectivity and policy may differ, remains to be examined. Fourth, the field is changing quickly: AI tools, providers’ data practices and the legal framework may all change after this paper is written.
Directions for Future Research
Future work could validate the dimensions and indicators through expert review, and examine through surveys and interviews how far secondary English teachers in Viet Nam already follow such practices and what constrains them. Classroom-based studies could also investigate learners’ own understanding of what they share with AI tools during language learning, a perspective that the guidance reviewed here addresses only in general terms.
Conclusion
Privacy in AI-mediated ELT is easily overlooked because the data at stake look like ordinary schoolwork. This paper has argued that the essays, recordings and personal narratives that language learning produces are personal data of an unusually revealing kind, and that AI tools move them beyond the classroom in which teachers have traditionally protected them. Building on existing ELT commitments to confidentiality in assessment and respect for learners’ identities, the paper has proposed three teacher-level dimensions (assessment privacy, learner identity privacy and digital data privacy), each with practice indicators for secondary English teachers. The framework describes what teachers can do within their own sphere of action; its value will depend on empirical validation and on dialogue with the teachers whose practice it describes.
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